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Part I:

Introduction



Authentication and Official Documents in the 

Digital Age

Why this topic?

• Authentication of academic documents is a very important aspect 
of credential evaluation and admissions 

• In the digital age, it is ever more challenging to detect fraud, and 
there is a push to utilize electronic means of delivery 

• Increased student mobility means increased need for authentic 
documents from around the world

• Different circumstances in different countries of origin lead to the 
use of various methods of acquiring documents

• It is challenging to establish guidelines and best practices as to 
when electronic document submission can be accepted



Authentication and Official Documents in the 

Digital Age

Questions we have considered include: 

• What types of online resources can be used for 
authentication/verification? 

• Can institution websites add to the level of security 
when receiving documents from an institution?

• What are some alternatives methods to acquire 
authentic documents from countries in distress?
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Part II:

Terminology and Definitions



Questions

• What is an authentic document?

• What is an original document?

• What is an official document?

• What is a verified document?

• What is an apostille?



Terminology & Definitions

Authentication

What is an authentic academic document? 

Documents are authentic when they are issued by authorized academic 
institutions, examination boards or the entities that conducted the teaching 
and/or examinations

Authentication:

The process to establish that documents are authentic (issued by authorized 
academic institutions, examination boards, entities that conducted the 
teaching and/or examinations) and therefore attest to authentic credentials



Terminology & Definitions

Official document 

Signed (executed), stamped, dated 
document

In the context of educational 
documents, it has an element that 
refers to the mode of document 
transmission

These terms are often used interchangeably which leads to inaccuracy or 
misunderstandings 

What is an original document vs. an official document?

Original document

Issued firsthand, signed (executed), 
stamped, dated official document, 
which may be reproduced

Original

Composed firsthand (Merriam-Webster)
That from which a copy, reproduction, or translation is made (Merriam-Webster)



Verification

• The act or process of confirming or checking the accuracy 
of … (Merriam-Webster)

• In the context of educational documents: the process of 
establishing the accuracy or validity of a document

• Documents must be verified by authorized officials at the 
institution that issued them

Terminology & Definitions



Terminology & Definitions

Apostille

• Apostille (pronounced “ah-po-steel”) is a French word meaning 
certification

• Established by the Hague Convention Abolishing the Requirement of 
Legalization for Foreign Public Documents (Apostille Convention), signed 
October 5, 1961

• A specialized certificate, attached to an original document to verify that it 
is legitimate and authentic so it will be accepted in one of the 117 
members of the Hague Apostille Convention

Apostille vs Legalization

For countries that are not part of the apostille convention, the verification 
process is similar, however it requires the additional Embassy Legalization by 
the Consular Office of the country in which the document is to be used

https://www.hcch.net/en/instruments/conventions/status-table/?cid=41
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Part III:

Obtaining Authentic Documents



Authentication Practice(s) at Your Institution 

What is your institutions practice, policy regarding authentication of 
documents for admission / evaluation purposes?

Does your institution require: photocopies, certified/notarized copies, 
original documents, apostilled documents, official documents, or verified 
documents?



General Institutional Requirements 

Academic institutions require “authentic official” 
transcripts as part of the admissions process

“Official” refers to the stamps, signatures and dates

“Authentic” refers to the manner and mode of 
transmission

INSTITUTION 

A

INSTITUTION 

B



What Constitutes an 

Authentic Academic Credential?

Legitimate Institution: One that 
is authorized to offer formal study

Official Academic Document: 

Issued, stamped, signed and 
dated by the appropriate 
authority(ies)

Transmission 

Transmitted properly or verified

WHO?

WHAT?

HOW?



Authentic Academic Documents

Transmitted Directly  
Institution to 

Institution

Transmitted 
Electronically

Verification Directly 
(mail, email, fax)

Verification Online
Third Party 
Verification

Apostille



Obtaining Authentic Documents

Official documents (received directly from the issuing institution)

Considerations:

Issued in original language?

If issued in English, is it an official document issued in English, a 
translation done by the source institution, a translation done by a 
third party but sent directly by the source institution?

Transmission / mode of delivery 

• Mail from institution - check for usual markers on documents 
and envelopes to see if they conform to the norms for the 
country/institution

• Electronic delivery 



Official Iraqi 

Document 

Sample - Direct 

by Mail

University of Baghdad – Bachelor of 

Science Transcript

1. Information Identifying the Institution

2. Applicant Information 

3. Information Identifying the Credential

4. Documentation Authentication

5. Method Received

3

2

1

4

5



Official Iraqi 

Document 

Sample - Direct 

by Mail

University of Baghdad – Bachelor of 

Science Degree Certificate

1. Information Identifying the Institution

2. Applicant Information 

3. Information Identifying the Credential

4. Documentation Authentication

5. Method Received

3

2

1

4

5



Obtaining Authentic Documents

Electronic delivery of official documents / electronic 
documents

• What is an electronic academic document?

• Would your organization consider these documents as official?

• Do they have to be sent electronically by the issuing institution 
or by a separate service (repository)?

• Does it have to be a secure platform or an email attachment is 
enough?

• What criteria would you look for (technology-wise) to consider 
this a secure transmission?



Important Criteria for Digital HE Documents

Digitally issued documents can be accepted when the 
following criteria are met: 

• The e- document is digitally signed by the appropriate 
official

• The digital signature meets legal standards

• Document does not display watermarks disqualifying it 
as official (e.g. unofficial if printed)

• Clearly identifiable as the official document (e.g. has 
markings indicating the office that issued or certified it)



Official Document 

Sample - Electronic 
Delivery

The Australian National University –

MyeQUALS

1. Signed by the registrar

2. Applicant Information 

3. Information Identifying the Institution

1

2

3



Obtaining Authentic Documents

Verification directly with the institution (mail, verified 
fax, verified email)

When sending the verification request:

• Use verified institution contacts from the institution website or other 
official accepted documentation (email, fax, mail)

• Do not verify using contacts provided by the applicants if they cannot be 
verified as the institution contacts

• It is recommended to use email addresses with the institution’s official 
domain name rather than a yahoo, gmail, etc.

• Add security features, if possible and include the documents you are 
verifying, not just the applicant’s info



Obtaining Authentic Documents

Verification directly with the institution (mail, verified 
fax, verified email)

When accepting the verification response:

• Check if it is sent from the same address you contacted

• If you had added security features to your original request, look 
for them to be included in the response

• If it is confirming the info from the documents you had forwarded



Obtaining Authentic Documents

Verification directly with the institution (online)

Verification with the institution, using online institution resources (as 
a primary method of authentication or for added security/when in 
doubt)

• Some institutions publish lists of graduate names, degrees, 
majors, and GPA (Iraqi universities)

• Some institutions grant access to online databases with courses 
/examination subjects, and grades (WAEC)

• Dissertation published in institutions online libraries



Obtaining Authentic Documents

Verification through government 

• Databases / online registers hosted by government 
entities 

• Government agencies

China: CHESSIC / CDGDC

Mexico SEP Verification of Cédula by SEP

Ecuador SENESCYT Online register of titles at all levels

Peru SUNEDU Online register of university titles

Moldova Ministry of Education Secondary- and university-level diplomas

Ukraine Inforesurs Info about diploma, major, and degree

Syria Ministry of Education Secondary credentials: starting 2014, only 
lists the name, GPA and some other info



Mexico – Verification of Cédula with

Secretaría de Educación Pública / SEP



Ecuador – Online Register 

of Titles at all levels by 

Secretario Nacional de 

Educación Superior, 

Ciencia, Tecnología e 

Innovación / SENESCYT

http://www.senescyt.gob.ec/
web/guest/consultas

Verification result: Verified

3

2

1

4

5

http://www.senescyt.gob.ec/web/guest/consultas


Peru – Online Register of University Titles with Superintendencia

Nacional de Educación Superior Universitaria / SENEDU



Moldova – Verification of Secondary- and University-level 

Diplomas with Ministerul Educației, Culturii și Cercetării



Syrian Ministry of Education: General Secondary Exam Results 

Verification
(2014- till present for different streams, first & second cycle)



Syrian Ministry of Education: General Secondary Exam Results 

Verification

(Example: 2016, Science Stream, First Cycle)



CDGDC – CHINA’S ACADEMIC DEGREES AND 

GRADUATE EDUCATION DEVELOPMENT CENTER



Obtaining Authentic Documents

Third party verification services/providers

Important considerations when vetting and choosing third parties:

• Ensure that your organization has control over the verification process

• What is their process? What are their agreements with the source institutions?

• What information will they share with you? Request that they share correspondence/official letters 
provided to them by the source institution (vs. just relaying information)

This can assist in minimizing any “interpretation” that a third-party might 
unwittingly introduce while communicating the response from the source to you

• Its recommended to meet with your third party to discuss aspects of the verification process that 
are most important to your organization. 

• At the most fundamental level, these agencies are offering you the service of putting you in touch 
with a source institution, so a good third-party provider will be able to tailor that contact to fit your 
needs



Obtaining Authentic Documents

Third party verification services that rely primarily on online 
databases

PROS

• Quick and efficient leading to faster 
decision

• Generally trustworthy

• Quick and professional when the source 
institution must be contacted (i.e. in 
cases of non-digitized results or 
discrepancies)

CONS

• On the flip side, the requesting 
organization has little control over what 
these services verify 

• In most cases, the verification will simply 
be of the degree award

Higher Education Degree Datacheck (HEDD) UK

AuraData Canada

National Student Clearinghouse USA

Managed Integrity Evaluation (Pty) Ltd (MIE) South Africa



Third Party 

Verification Service –

Online Database

Verification by HEDD

With University of 

Wolverhampton

Verification result: Pending

3

2

1

4

5



Third Party 

Verification Service –

Online Database

Verification by HEDD

with Coventry University

Verification result: Verified

3

2

1

4

5



Third Party 

Verification Service –

Online Database

Verification by AuraData

with Nova Scotia College 

of Art and Design

Verification result: 

Completed

3

2

1

4

5



Obtaining Authentic Documents

Third party verification services that rely on contacting 
institutions directly

• These organizations are most useful in taking the role of “verification foot 
soldiers” on the ground in the country of origin

• They can complete the verification much more efficiently than we could on 
our own

• The advantages are especially important to consider in countries where 
verification can be mired in bureaucratic red tape

• In regions where receiving a verification response is far too time-
consuming and unreliable



Third Party 

Verification Service –

Contacting Inst 

Directly

Verification by AMSiNFORM

with University of Calcutta

Correspondence from source 

institution: 

“… record does not exist”

3

2

1

4

5



Third Party 

Verification Service –

Contacting Inst 

Directly

Verification by AMSiNFORM

with University of Calcutta

Verification result: 

MAJOR DISCREPANCY / INAUTHENTIC

3

2

1

4

5



Third Party 

Verification Service –

Contacting Inst 

Directly

Verification by MIE

with Ekiti State University 

Correspondence from source institution:

“… transcript sent … did not emanate 

from our university”

3

2

1

4

5



Third Party 

Verification Service –

Contacting Inst 

Directly

Verification by MIE

with Ekiti State University

Verification result: 

Fraudulent – Qualification has not been 

awarded to Candidate. Qualification 

document  has been forged or 

altered

(When authentic:

Positive: Qualification has been awarded to 

Candidate)

3

2

1

4

5



Obtaining Authentic Documents

The process doesn’t inspect the content of the document, but certifies that it 
is authentic, since it is an original document and it can insure this by attesting 
to who signed and stamped it

Apostille

Apostille is a stamp or printed form consisting of 10 
numbered standard fields 

Top states: APOSTILLE, underneath in French: 
Convention de La Haye du 5  1961 (Hague 
Convention of 5 October 1961

Requirements, steps, and where to go to obtain it 
differs by country

Can be placed on original documents or attested 
copies of the originals

For an apostille of an academic document to be 
considered authentic, it is necessary to check what 
the apostille is attesting to (has to be an institution 
official)



Obtaining Authentic Documents

Attached to 
photocopies of 

educational 
documents

Verifies signature of  
notary public

Issued by the 
Ministry of Justice 

Verifies signature of 
the Rector or other 

authorized individual

Attached to a set of 
documents (diploma 

together with 
academic transcript) 

with a ribbon

Issued by one of the 
designated Bodies of 

Education

Documents are 
originals  or verified 
by the designated 
Body of Education 

Original apostilles on 
originals are accepted 

Unacceptable apostille Acceptable apostille





Two Processes

Consular Legalization

Necessary for recognition of public 
document abroad

Lengthy and costly

Involves multiple authorities from both 
the issuing and recipient country

Acceptable in countries not signatories 
to Apostille Convention

Apostille

Necessary for recognition of public 
document abroad

Process involves only one authority 
in the home country

Usually takes few days

Acceptable only in countries, 
signatories to Apostille Convention



© 2016 World Education Services. All rights reserved.

Part IV:

Tips & Best practices



Tips & Best practices

Identify document requirements for your organization and which types of 
authentication/verification would be applicable for each country

Identify acceptable modes of delivery for countries/institutions

Keep a list of contact info and email addresses, to be used for document verification 
with the issuing/awarding institution

Check institutions’ websites regularly to update contact information

Keep updated lists of websites to use for online verification (if applicable)

Identify alternative modes of delivery for specific countries of origin if applicable

Create a database of authentic documents from various institutions for comparison 
purposes

Set policy on what to do when in doubt
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QUESTIONS AND COMMENTS


