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Overview

* Introduction
-What is a fraudulent credential
and what types of fraud exist?
What are degree mills?

* Degree Mill examples

* Signs that a Credential could be
Fraudulent

* Some examples of fraud we have
dealt with

* Signs that a Credential could be
a Degree Mill
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a physiothérap

Overview

* An example of a degree mill
we came across

* Best practices for combatting
fraud/degree mills

* What to do when you
encounter fraud or a degree
mill

e Summary of Key Points
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Meet Asha

e Bornin 1990
e Educated in India

* Received a 5-year
Bachelor of
Physiotherapy degree
from the Indian
Institute of Alternative
Medicine, Kolkatta in
2005
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Meet Asha

* Applying for a job as a
physiotherapist at a
hospital in India

* Employer is reaching
out to you to
determine if credential
is authentic and sends
you a copy of degree
and transcripts

 What would you advise
them?

‘
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What is a Fraudulent Credential?

A document that has been
modified or reproduced without ““‘
authorization of the original issuing ‘
body. A fraudulent document is

also considered forged if it is

claimed that it was issued by a

legal entity that did not issue it.

Source : CICIC terminology guide

————
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Altered Fabricated
documents documents

Institutional
fraud “inside Degree Mills
jobs”

Misleading or
interpretive
translations
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What are Degree Mills?

* Degree-granting authority does not come from a generally
accepted government agency

* Procedures for granting credit for prior learning and for
determining the amount and quality of work done to earn
the degree, do not meet generally accepted standards, and;

* Those who make the decisions on credit, and on quantity
and quality of work, do not have the credentials, experience
or E(rammg typically associated with people performing these
tasks.

Source: Degree Mills: The Billion Dollar Industry that has sold
over a Million Fake Diplomas by Allen Ezell and John Bear
(2012 edition).

D ———



What Percentage of PhDs in the U.S.
are fake?

* A) 25%

* B) 40%

* C) 100%
* D) >50%

~
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Karachi-based software
company accused of making
millions of dollars with degree
mill scam.

One of the biggest Internet
scams on record uncovered by
%:i/vSYork Times exposé in

Company offices only got
raided after article was
released.

CA
A
Example of Degree Mills: Axact
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Example of Degree Mills: Axact

e CEO and other officials were taken to

court, but was dismissed in X\}g(&\b.‘ui}{“ih“l‘sffb

November 2016 due to lack of
evidence.

e Axact resumed its operations in
September 2016, including selling
more fake degrees.

* Executive arrested late 2016 and
case is considered being re-opened
by Pakistani officials.

e Executive Pleaded Guilty in U.S.
Court

Rochville University Degree

‘
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Other recent examples of fraud and
degree mills

* Beijing business caught selling bogus degrees from
foreign universities

* Principal from Kansas resigns after high school
student journalists question credentials.

* A former CHED official facing charges over
involvement in a diploma mill operation in the
Philippines

~
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Signs of Fraud

* Too many different fonts
being used Your College or Huiversity Name

Byon My rrvommenbeton of Dy bemw?y oo by sertas

* Evidence of erasure or B DL
our Name Here

white/out e

Your Degree
T An

* Unusual alignment of text RN T

I 2t et uf ot gratuton gt

* Historical discrepancies YT @ Y
* Unusual signatures | -

‘
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How Knowing a Font can Help Detect
Fraud

“ CAPR
Canadian Alliance
K » of Physiotherapy

Regulators

Quoted by Robert W. Radley, Radley Forensic
Document Laboratory. Tweeted by Dawn
Pakistani Newspaper correspondent, Zarrar
Khuhro
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Your School Name Here
Noor Sihveed Aibdres 109 Nowr Sondem 1D

* Age or biographical
discrepancies i

* Informal language
* Unlikely degree titles

e Unusual institutional SRR -
practices i |21

Ty p— T Tommrgts | Gngen e £ snkwndl Confvunes
-
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Signs of Fraud

* Spelling errors

e Unusual stamps or lack of
stamps or security features

* Inconsistent terminology

e Conflicting dates and
duration
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Long list of accreditation bodies

Accreditation is claimed from a fake
or unrecognized agency (i.e.
accreditation mills% or from another
country

Offers credits for life experience
Unlikely degree titles

No contact address or details that
differ from the claimed location of
the institution

Membership in real organization —

.
"
)
‘b

but ones that don’t screen members S
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e Similar or almost identical
names to real schools

* Photographs with prominent
people

e Claims of famous alumni

* Focus on payment of credential
(“Order by Midnight”)

* Doctored photos of real
buildings
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How easy is it to obtain fraudulent
documents?
Verified University

¢ Ve ry e a Sy ! Sheesha Mister Schiool of Physical Education
* Photoshop

* Fake e-mail
a d d reSS a n d Shereen Mir-Jabbar

having completed the necessary conrses of study
amd hoving sarisfTed all other requirements is fiereby declared o

We bSite SpOOfS’ Doctor of Medicine

Physical Therapy

H sumn o lasude
O r e r I n g O a e and is awarded thiy diploma
with all the horaors and privileges pertaining thereto,
In testimony whereof the signatires of the Chairman of the Board of Trustees

St a m p S and the President of Verified University

have been affixed this day, 2008,

Degree mills

{eaN, T(*(‘sm,, e, Favo

Novelty/phony - crstedusng WIS T
diploma sites

‘
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Best Practices for Combatting Fraud

Best Practices Best Practices

Have good documentation practices and
check documents thoroughly to ensure
details make sense

Verify documents directly with the
institution if unusual

Make use of online verification tools and
resources

Do not rely solely on translations

Keep samples of fraud (i.e. Fraudulent
Documents library)

Glossary of terms in foreign languages

Checklist of warning signs for credential
evaluators

Refresher training on countries/Building
good knowledge base of educational
systems for various countries

‘
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Fraudulent Sample Checklist

O Poor qgquality print

O Wrong font

O Pixelated seals

O Pixelated background

O Pixelated signature

O Digital scan appearance

O Forced, clumsy handwriting/signature
O Wrong numbering

O Poor quality hologram

O Poor quality seals

O Bad symmetry

O Language mistake (spelling, grammar etc.)
O Computer-generated appearance

O Date stamp printed instead ink

O Document number should be letterpress
(digitally printed instead)

O Alterations (grades, credits or other)
O Signature doesn’t match our records
O Looks home-made

O Missing signature

O Missing seal

O Missing security features % ECE"
S

g————
——-/
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Best Practices for Combatting Degree

Mills

* All of the practices mentioned for
fraud

* Maintain lists of degree mills/fake
institutions

e Always check the
recognition/accreditation of an
institution

* Review forums such as degreeinfo.com
and degreediscussion.com

e Share knowledge or ask questions
from the credential assessment
community

Srammers University

Upon due consideration
(ard the fact that your check cleared)
e hereby bestow upon you this piece of paper
with a cute foil seal

D, ?)f.uv;g Chotiim Aan [efm PhP,

Photo taken from: RealScam.com

~
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What to do when you come across a
fraudulent document?

* Keep detailed records of your
investigation and findings in the file >

* Inform your Manager/Director and
follow your organizational policy

* Provide applicant with an
opportunity to appeal findings

e Consider informing members of
credential assessor community, or
regulatory body

 When informing applicant, try to
stay away from accusatory language

D ———
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Summary of Key Points ¥ &5

* Be aware of various types of
fraud and degree mills

* Be familiar with the warning
signs of fraud and degree mills

* Build good knowledge,
resources, verification tools,
and maintain good
documentation practices

e Share learning and findings
with others

D ———
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Keep in Mind...

* Fraudulent credentials are harmful to society

* We should try to implement policies and
procedures that show serious consequences for
committing fraud

————

D ———
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Meet Asha

e Bornin 1990
e Educated in India

* Received a 5-year
Bachelor of
Physiotherapy degree
from the Indian
Institute of Alternative
Medicine, Kolkatta in
2005

‘
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Meet Asha

* Applying for a job as a
physiotherapist at a
hospital in India

* Employer is reaching
out to you to
determine if credential
is authentic and sends
you a copy of degree
and transcripts

 What would you advise
them?

‘
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