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Defining Electronic Academic Records




Context: Policies, Initiatives, and Pandemic

é;l.ie’ Groningen

Declaration Network
Established in the Netherlands in 2012
More than 100 signatories from 28 countries

Leading and informing the global adoption of
strategies towards the realization of a digital
learner ecosystem

Digitization Initiatives

University-led efforts (e.g., My eQuals, Digital
Credentials Consortium, United Arab Emirates
University Passport, Brunel University London
VerifyAward, etc.)

Government-led efforts (OpenCerts
(Singapore), CHESICC (China), NAD (India),
Diploma Registry (Norway), Europass Digital
Credentials Infrastructure (EU), etc.)

m UNESCO Global

Recognition Convention

+ Transparent and non-discriminatory recognition
of higher education qualifications

+ Equitable access to quality higher education

« Encourages the use of technologies to ensure
easy access to information

Impact of COVID-19 on Digitization

Number of Institutions Sending
Documents to WES
Each third party is

2000 counted as one

1500 institution, not as the
1000 number of institutions
500 it represents.

o — [}

February May September
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How Do We Define Digital Academic Records?

Paper Credentials Digital Credentials
Paper - Portable Document Format (PDF)/OpenCerts
Envelope - Email/Platform/Wallet
Stamp - Digital Stamp, e-Seal and Timestamp
Signature - Digital Signature/Certificate
Student - Learner
Sent by post - Shared by email/document portal/app
Received by post - Accessed, Downloaded, Viewed
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More encompassing term than a

Glossary of New Terms

student in order to capture the
diversity of learning experiences.

The record of the time when the
electronic document was
sent/received/viewed/downloaded.

Digital certificate and
data bound into a unique
digital “fingerprint.”

Software that serves for
storing, managing and
sharing digital credentials

Application
Programming

Learner
Interface

Secure File

Timestamp Transfer Protocol

(SFTP)
E-Doc
Key Terms
Portable
Digital Document
Signature Format
(PDF)

Wallet OpenCerts

and profiles (for example,
a portal or an app).
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A web-based interface which
academic institutions can write a
program code against to send
digital academic records as PDF
documents.

Server-to-server file transfer that
uses encryption and authentication
to securely move data. This
method does not require any
software development done by an
academic institution.

Most common format in which
digital credentials are received.
PDFs are typically encrypted
and/or digitally certified.

File extension and name of the
platform based on blockchain-
technology and used for issuing and
verification of digital certificates and
transcripts at educational institutions
in Singapore.



Methods of Receiving Electronic Academic Records at WES

Direct Transmission

« Secure File Transfer Protocol (SFTP)
« Application Programing Interface (API)

Examples: CHESICC, University of Mumbai, American University of Beirut, etc.

E Institutional/Third Party Portals

+ Documents accessed by logging into the portal
+ Document access link received in an email

Examples: Digitary, Parchment and Credentials Solutions, National Student
Clearinghouse, University of Birmingham, Purdue University, etc.

Email Attachments
@ « Encrypted and/or digitally certified PDFs

« Document sharing is regulated by data sharing agreements between WES and
institutions

Examples: Leeds Beckett University, University College Cork, Indian Institute of
Technology Madras, etc.
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Authenticity of Digital Academic Records

Who?

Verified Sender

Direct Institutional
Relationships

Trusted Sources

How?

Direct Transmission

Secure Technologies
Automated Workflow
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What?

Immutable Documents

Encryption/Digital Certificate
Seamless verification



Digitally Signed and Encrypted PDFs

Digital Signature

R Certified by Centiied D

@ Signatures

[E] - validate All

X

(R Cortified by Cortified Document Services <cds@stu

é

Sovature i LTV enatlet

» Sgratee Detaits

Fielix whooii ogo nwstile Sgnamie |

Encryption

g>. NATIONAL STUDENT CLEARINGHOUSE, INC. certificate sssued by GlobaiSign CA 3 for AATL. Signature P;
Eastern Michigan Univecsiny ""‘L'L.‘"'.:T;(‘ﬁ
W07 Pewce ol
Yisbans, Wi sty
(T35 4679503
oren
Recard Of
WMD) PEUCATEN HNACEL C A
Srdeat O
St
e Password
Cowrse Levek: Growate 11 Oyte bowemt: 09-0C 12650 y
[PPSR ————— iy P wr
Baa 103 Wedue. 1o . | o1 4 \
g Serieg- =3¥ § \
- S

.pdf is protected. Please enter a Document Open Password.

Enter Password: |]

Cancel
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Opencerts

“schoma™: “opencerts/v2.0",
fat,

-2060-4290-8afe-160305¢7651a: string:Govtech Demo Certificate”
3dc i Deno Certificate”,

§35ued0n 78387 a ng: i
ng: .
-3869086¢ 36a:. D_RENDERER" ,
7-49¢d istring:https://demo-renderer.opencerts. io™
-b77a-

ing:https://tech,

{
ac4220-27ad - 4030 - bfAc - 1485¢ccOITC2: string: Your Kame”,

Deno’
b
“transcript”: [

{

name”: "1532¢149-d694-4502-b465- f35acc80CEI7: string: Introduction to Programming”,

An easy way to check
and verify your
certificates
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@& OpenCerts

This is to certify that

Your Name

has successfully completed the

OpenCerts Demo
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Practical Challenges with Electronic Documents




Practical Challenges with E-Document Access: Expiry Date

Downloaded documents appear illegible.

Attempt re-accessing the documents.

Expiry date is set on the documents.

“According to policy this PDF has been removed from viewing and is no longer accessible. The
time is past 7PM CDT of the 2nd business day since the initial download of this transcript.”

Train staff to re-access the documents within the specified time limit and, whenever possible,
inform applicants that they should not set an expiry date.

@ © World Education Services. All rights reserved.
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Practical Challenges with E-Document Access: Privacy Concerns

Institutional platform has been vetted for document sharing, and applicants have
been informed that they can share the documents with WES via the platform.

An applicant misinterprets document requirements and shares documents using
applicant’s own personal username and password for the platform.

Train staff not to access the documents due to privacy concerns.

Inform applicants that documents have to be shared without the use of personal
login information.
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Practical Challenges with E-Document Access: Partial Digitization

Institution has an electronic document portal, but it only stores documents of students
who have graduated after a certain date. The documents of earlier graduates are not
available through the portal.

Offer another method of document sharing for graduates whose documents are not
shareable via the platform.

Furthermore, the documents that are not available through the portal are only
partially digitized.

Inform applicant of an appropriate way to send their documents depending on their year
of graduation.

Inform staff about three different methods of receiving documents from this
institution.
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Practical Challenges with E-Document Access:
Verifying Email Sources

Email with electronic

academic records is

received from

abc@university'edu :l lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll LR}

Reach out to the

Once the email
is approved,
documents can
be accepted

approved email within
the same institution

B

Can the email be
found on the official
institutional website?

Reach out to
the approved
email within the
same institution

Is the sender authorized to

send electronic academic
records (e.g., Office of the

Documents can
be accepted

.............. If No Registrar, Transcript Office
Controller or Examinations,
If Yes Student Services Office, etc.)?
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Tips for Working with Digital Academic Records




Tips for Managing Electronic Documents

Openness

Remain open to new
technologies, but
carefully vet each new
source.

Build

Build comprehensive
databases of verified

electronic document sources.

Standardization

Standardize internal
procedures in order to
manage diversity of
sources efficiently.

Research

Keep up with the
research in the field.
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Support

Engage IT, Data
Management, and
Communications.

Train

Conduct regular staff
trainings on accessing and
processing electronic
academic records.
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Verification Portals




Do We Still Need Verification Portals?

© ®E® ®

The delivery of paper-based documents is still widely practiced - about 50% of documents
received at WES are still paper based.

Documents of credentials from countries or institutions with higher incidence of
credential fraud need to be verified.

Institutions may not have the capacity and support to digitize student records.

Supporting Learner's agency: some institutions only allow documents to be shared from a
student’s personal email address (not the institutional/third party portal’s email ID), in which
case documents will need to be verified through online portals.
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When Do We Use Verification Portals?

When documents are sent When documents are sent When documents are sent from

from academic institutions from national agencies applicant email addresses

+ Griffith University + Intermediate and Secondary + National University of
o _ Education Boards (Bangladesh) Singapore
« Mahatma Gandhi University
) _ _ + Higher Education Commission + University College Dublin
+ Panjab University (Pakistan)
* University of Queensland + West African Examinations

Council (Nigeria, Ghana,
Sierra Leone)
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Practical Challenges with Verification Portals




Practical Challenges with Verification Portals: Missing Information

Step 1

Verification results may not all be on
one page - they may be separated
by year, credential, or major.

Step 2

Searching for verification results can
be time-consuming and can cause
information to be missed.

Step 3

If no information is found online,
verify by contacting the institution or
agency directly.

N Panjab University,Chandigarh

7

September,2020
December,2019
September,2019
May,2019
December,2018
November.2018
May,2018
December, 2017

May.2017

December,2016

May,2016

December,2015

OLD RESULTS

& Panjab University

a1 %

ENTRANCE RESULTS

CONTACT US

Examination Results

Panjab University | Result Home | | Toppers | Login

Results

Entrance Test 2015

+ CET(PG)-2015(Masters in Remote Sensing & GIS)
* CET(PG)-2015(Masters in Disaster Management)
« Ph.D.2015

- LM2015

+ MBA (Executive) 2015
« CETBDS 2015

« PULEET 2015

- M.Ed. 2015

« CETPG 2015

« PGLAW 2015

- UGLAW 2015

+ PUTHAT 2015

« CETUG 2015

Entrance Test 2014

« Ph.D. 2014

 CETBDS 2014

© CET BHMS 2014

* MBA (Executive) 2014

« PULEET 2014

* PG Law 2014

« M.Ed. 2014

- CETPG 2014

« CETUG 2014

* UG LAW 2014 (BA/BCom LLB)
* PUTHAT (Hotel management & Tourism)
 Ph.D. 2013

Examination 2014
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= Under-Graduate Courses

= BA Part-I(General), October, 2014 [1/9/2015]
= B.5c. Hon's(Bio-Technology)First Year, October, 2014 [12/22/2014]

= B.5c.(Fashion Designing) 1st Year,October, 2014 [12/22/2014]

= B.5c.(General)First Year, October, 2014 [12/22/2014]

= B.5c. Hon's(Bio-Informatics)First Year, October, 2014 [12/19/2014]

= B.Sc. Hon's(Bio-Technology)Second Year, October, 2014 [12/19/2014]

= 8.5c.(Fashion Designing)Second Year, October, 2014 [12/19/2014]

= B.A.2nd Year(Compartment)October 2014 [12/15/2014]

= B.Sc. (Microbial and Food Technology) 2nd Year October, 2014 [12/15/2014]
= B.5C. 2nd Year (Compartment) October,2014 [12/8/2014]
October,2014 [12/4/2014]

B, o7
= B.B.A. 1t Year (Compartment) October, 2014 [11/20/2014]
= B.B.A. 2nd Year (Compartment) October, 2014 [11/20/2014]

= B.B.A.3rd Year (Compartment) October, 2014 [11/20/2014]

= B.Com Third Year (Compartment) October , 2014 [11/19/2014]

= BCA Part-I (Compartment) October, 2014 [11/18/2014]

= B.C.A. Second Year (Compartment) Examination, October, 2014 [11/14/2014]
= B.C.A. Third Year (Compartment) Examination, October, 2014 [11/14/2014]

= B.S5c. (4 Year Course)Agriculture 2nd Semester [9/26/2014]

= B.Sc. (4 Year Course)Agriculture ath Semester [9/26/2014]

= B.Ed. 1st Year (U.5.0.L) [8/20/201a]

= B.Ed.(U.5.0.L.) 2nd Year [8/8/2014]

= LL.B 4th Semester [8/4/2014]

= LLB 2nd Semester [8/1/2014]

= B.A.LL.B 2nd Semester [7/31/2014]

= B.Com.LL.B 2nd Semester [7/31/2014]

= B.A.LLB. dth Semester [7/30/2014]

= B.Com L.L.B. 4th Semester [7/30/2014]
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Practical Challenges with Verification Portals: Trust Your Expertise

Information on the document is
verified online using the
verification portal.

The document looks suspicious (e.g., poor
document formatting, non-standard
signature or stamp, non-standard seal on the
envelope)

Verify the document’s
authenticity by contacting the
institution or agency directly.

@ © World Education Services. All rights reserved. 23



CCANDIDATE'S NUMBER:
CCANDIDATE'S NAME:
DDRESS:

SEX:

DATE OF BIRTH:

.

THE WEST AFRICAN EXAMINATIONS COUNCIL

21, HUSSEY STREET,
PRIVATE MAIL BAG 1022,
YABA, LAGOS, NIGERIA.
TEL:01-8961016

SUBJECT
ECONOMICS
GEOGRAPHY
GOVERNMENT
ENGLISH LANG
MATHEMATICS
AGRICSCIENCE
BIOLOGY
CHEMISTRY
PHYSICS

ver: [ conFbenTiAL Decatecs 2018

REFERENCE NO: 3902263

'WORLD EDUCATION SERVICES,
ATTENTION: DOCUMENTATION CENTER,
2, CARLTON STREET, SUITE 1400,
TORONTO, ONTARIO M5B L3,

CANADA.

CONFIRMATION OF RESULT
NAME OF EXAM: MAY/JUNE 2006 WASS.C.E.
NAME OF SCHOOL: Girls' Model Secondary Schoal, Abudu

Please find forwarded o you the confirmed result of the above named candidate.
The details of her performance at the examination are as follows.:
SUBJECT GRADE
ECONOMICS
GEOGRAPHY

‘GOVERNMENT
ENGLISH LANG
MATHEMATICS
AGRIC SCIENCE

BIOLOGY

CHEMISTRY

PHYSICS
NOOFSUBJECTSLISTED: NI

Voot v iy ot o s 0 <

Centfied by: 1317 1317

wosLo toucarion sunvices womio toucaTiow seRvicEs

Rocelved Directly Verified

WAECDIRECT ONLINE - RESULTS https://www.waecd

L)%: THEWEST AFRICAN
3= EXAMINATIONS COUNCIL

Click here 1o visit our corporate website

Results

Candidate Information

Examination Number

Candidate Name

Examination MAY/JUNE WASSCE 2006

Centre Girls' Model Secondary School, Abudu

Subject Grades

ECONOMICS
GEOGRAPHY
GOVERNMENT

ENGLISH LANGUAGE
MATHEMATICS
AGRICULTURAL SCIENCE
BIOLOGY

CHEMISTRY

PHYSICS

Card Information

Card Use . tofs
Click Here to Print

@ © World Education Services. All rights reserved.
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Practical Challenges with Verification Portals
Information Discrepancies

@
&

When a stamp number from the
document is entered, online verification
shows different credential/year of award
than paper document. This does not
imply that the document is fraudulent.

Contact HEC and inform them of the
online record discrepancy.

Wait for a reply from HEC and check
the online record again once the
information has been updated.

. Senate Hall, Lahore.

UNIVERSITY OF THE PUNJAB

sorioro

=

Name of the Candidate:
Father's Name:

Candidate mentloned above is hersby informed that

Roll No.

[ ]
|

@
Verified

8. No. Subjects / Papers o,

200

ovec:

@ © World Education Services. All rights reserved.
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Part VI

Tips for Working with Verification Portals




Tips Using Verification Portals

@ © ® ®

Security

Verification portal website must be vetted for its security by IT department:

* The encryption should meet security standards. sst

. SSL certificate should be secure and current. Http Https

Cross-Examining Information

Information on the verification portal must be compared with the information on the
documents whenever possible. If the document still looks suspicious, contact the institution
for further confirmation. Rely on experience and expertise.

Protect Applicants’ Personal Information

WES considers information such as Government ID, Passport ID, SIN, and other sensitive
personal information. WES does not require this information from applicants and will not
enter them in verification portals.

Payment Requests

Carefully examine payment requests. If a payment request originates from the institution,
contact the applicant and inform them of this request.

@ © World Education Services. All rights reserved. 27



Part VI

Conclusion




Further Transition from Analogue to Digital

The volume of digital academic records is
increasing. The need to use verification
portals is decreasing.

There is diversity of electronic document
sources and document security features.
Extent of digitization varies among
institutions.

Learners feel empowered by the
opportunity to control when, where, and
how they share their academic
credentials.

Credential evaluation reports are
completed faster, more efficiently, and
more securely with digital documents.

Efforts We

Are Making

Enable more academic institutions to
digitize their records by providing
technological solutions and sharing
information about the benefits of using
digital academic records.

Manage databases and standardize
workflows in order to efficiently
accommodate the diversity of digital
document sources.

Train staff how to work with digital
educational credentials in the input and
throughput phase of credential
evaluation.

@ © World Education Services. All rights reserved.

More institutions will be issuing and
receiving secure and trusted digital
academic records.

Credentials will be delivered as
standardized data.

Learner agency will increase.

Digital credential networks will be open
and share common standards.
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Online Resources

1. Digital Student Data and Recognition, NUFFIC, Netherlands
https://www.nuffic.nl/en/subjects/recognition-projects/digirec

2. Groningen Declaration Network
https://www.groningendeclaration.org

3. What is the Global Convention on higher education?
https://en.unesco.org/news/what-global-convention-higher-education

4. Building the Digital Credential Infrastructure for the Future
https://digitalcredentials.mit.edu/wp-content/uploads/2020/02/white-paper-building-

digital-credential-infrastructure-future.pdf

5. Digital credentialing: implications for the recognition of learning across borders
https://unesdoc.unesco.org/ark:/48223/pf0000264428

6. World Education News and Reviews
https://wenr.wes.org/

@ © World Education Services. All rights reserved.
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https://digitalcredentials.mit.edu/wp-content/uploads/2020/02/white-paper-building-digital-credential-infrastructure-future.pdf
https://unesdoc.unesco.org/ark:/48223/pf0000264428
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